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WELCOME TWELCOME TO ICAO ICACCI 2013CCI 2013

It is our great pleasure to welcome you to Second International Conference on Advances in Computing,
Communications and Informatics (ICACCI’13). Globalization today pervades almost every facet of
human life thanks to the emergence of new digital technologies in computing and communications. At
the same time, informatics with its strong focus on providing fast and ready access for human based on
these developments in computing and communications plays more very crucial role in people’s lives
and permeates all it in all respects, from entertainment to healthcare and from databases to e-gover-
nance. ICACCI’13 being organized in Mysore, India during August 22-25, 2013 and being hosted by the
Sri Jayachamarajendra College of Engineering (SJCE), Mysore provides an ideal international forum for
exchange of ideas among interested researchers, students, developers, and practitioners in these areas.
ICACCI-2013 is technically co-sponsored by IEEE Communications Society.

ICACCI’13 received research papers from over 47 countries including Iran, Egypt, Australia, USA,
Malaysia, P.R. China, Indonesia, Germany, United Kingdom, Colombia, Canada, Bangladesh, Saudi
Arabia, Denmark, Portugal, Korea, Tanzania, Pakistan, Iraq, UAE, France, Algeria, Vietnam, Mexico, Sri
Lanka, Estonia, Kuwait, Japan, Spain, Albania, Nigeria, Israel, Poland, Singapore, India, Thailand, Oman,
Tunisia, Italy, Sweden, Macedonia, Brazil, Kazakhstan, Romania, Russia, Croatia, Taiwan and Lebanon.
The programme committee has through a rigorous process of review and selection chose 339 regular
papers and 33 work-in-progress papers for presentation in the conference and for publication in the pro-
ceedings. There are seven workshops and eight symposia affiliated with the main track events. Three
sympoiums – ISI’13, SSCC’13 and SRS’13 are co-located events. 

We hope that you will find this program interesting and thought-provoking and that the conference
will provide you with a valuable opportunity to share ideas with other researchers, students, develop-
ers, and practitioners from institutions around the world. We look forward to your participation in the
conference.

Dr. B. G. Sangameshwara, Organising Chair and Principal, SJCE, Mysore

Dr. Sabu M Thampi, General Chair

Dr. V. N. ManjunathAradhya, Organizing Secretary
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Sri Jayachamarajendra College of Engineering (SJCE), Mysore, India was established in the year
1963 under the aegis of JSS Mahavidyapeetha. It has carved a niche for itself as a premier centre
for Technical Education. Well equipped and sophisticated laboratories, library, and highly qualified
and experienced faculty and staff members, well-designed college campus are the reason for their
success. As one of the leading institutes in India, SJCE has been recognized under the Technical
Education Quality Improvement Programme (TEQIP). The Conference is supported by TEQIP-II.
SJCE serves as one of the major landmarks of the western part of Mysore, with its sprawling 117
acres of campus and several recognizable buildings.
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GENERAL INFORMAGENERAL INFORMATIONTION

TTrransportationansportation

The city is well connected with inter city and sub-urban public bus transportation. The bus routes from
city bus stand to SJCE (Gangotri) are 129, 129D, 130 and 135N. Pre-paid auto facilities are & available
both at Railway and Suburban Bus station. More information on Mysore is available at
http://mitra.ksrtc.in/MysoreMBus/index_e.jsp & http://www.inmysore.com/mysore-transportation

Internet Internet AccessAccess

There will be limited internet access available at the conference rooms. This service is supplied free of
charge by the Conference for its participants during the time of the conference. Please be considerate
of your colleagues and limit your time spent online. There are no guarantees of speed and connectivity.
Wi-Fi Zones will be provided to delegates for using Internet in the seminar halls and session rooms. In
addition, there will be computers with Internet Connection for delegates in the Computer Room in the
Ground Floor of CS/IS Block. For Internet acess, please contact the Information Desk.

RegistrRegistrationation

The ICACCI’13, ISI’13, SSCC’13 and SRS’13 registration area is located at the “Entrance of CS/IS Block”.
Pre-registered participants must pick up their badges and conference materials in this area. On-site reg-
istration for the Conference (subject to availability)/Tutorials is located here as well. 

RegistrRegistration Starts at 8.15am on all daation Starts at 8.15am on all daysys

Information DeskInformation Desk

Conference information, publications, CDs will be available at the Registration Desk. The desk is staffed
by Local Arrangements Members and Student Volunteers who can answer your questions and assist with
special needs.

FFirst irst Aid/EmergencAid/Emergencyy

Your safety is our primary concern. In case of an emergency, please contact the Conference Registration
Desk immediately for assistance. There is also a First Aid office located in the ground floor of the main
building.

Lost & FLost & Foundound

Please turn all lost and found items in to the Registration Desk. 

Cell Phone CourtesyCell Phone Courtesy

Cell phones should be turned off or placed in silent mode. 
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Name BadgesName Badges

Your ICACCI’13 name badge serves as your admission pass to conference sessions and events. Please
wear your name badge at all times while inside the conference venue. Conference organisers reserve
the right to deny admission to any persons not wearing an ICACCI name badge.

AttirAttiree

Attire for ICACCI’13 is casual but appropriate.

Smoking and Smoking and Alcohol PAlcohol Policolicyy

ICACCI’13 is smoke-free and the meeting center is a non-smoking facility. Consumption and/or posses-
sion of alcohol will not be tolerated under any circumstances.

Electrical PElectrical Poowwerer

Electricity in India is 240 Volts, alternating at 50 cycles per second. If you are traveling from outside
India, you will require a voltage converter if you are carrying a device that does not accept 240 Volts at
50 Hertz. ICACCI’13 does not provide power converters, extension cords, power strips or other electric
accessories. However, the staff at the Registration Desk may be able to assist with some needs. You have
to carry an electrical adapter which supports western style pin options for charging the Laptop.

WWeather in Mysoreather in Mysoree

The month of August in Mysore is the rainy season with little rain and there is typically a cool sea breeze
from the late afternoon. ICACCI advices you to carry an umbrella to protect yourself from rain.

2nd International Conference on Advances in Computing, Communications & Informatics
22–25 August 2013, Mysore, India
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HIGHLIGHTSHIGHLIGHTS

� Eighteen Keynote/Plenary Talks
� Four Tutorials
� Second International Workshop on Advances in Data Management (ADM’13)
� International Workshop on Vehicular Communication Systems and Networks (VCSN 2013)
� Second International Workshop on Recent Advances in Medical Informatics (RAMI-2013)
� Second International Workshop on Cloud Computing & Identity Management (CloudID 2013)
� International Workshop on Energy Efficient Wireless Communications and Networking (EEWCN

2013) 
� International Workshop on Mathematical Modelling and Scientific Computing (MMSC-2013) 
� International Workshop on Advances in VLSI Circuit Design and CAD Tools (AVCDCT13)
� International Symposium on Control, Automation, Industrial Informatics and Smart Grid (ICAIS’13)
� The New Internet Symposium (NIS-2013)
� International Symposium on Knowledge-intensive Software Engineering (KiSE’13)
� Second International Symposium on Natural Language Processing (NLP’13)
� Second International Symposium on Pattern Recognition and Image Processing (PRIP-2013)
� International Symposium on Education Informatics (ISEI-2013) 
� International Symposium on Women in Computing and Informatics(WCI-2013)
� International Symposium on Green Networks and Distributed Systems(GNDS-2013)
� Second International Symposium on Intelligent Informatics (ISI’13) [Co-located Event]
� International Symposium on Security in Computing and Communications (SSCC’13) [Co-located

Event]
� Second Student Research Symposium (SRS’13) [Co-located Event]
� Geographical Coverage – 47 Countries
� Fifty Two Technical Sessions

Honorary ChairsHonorary Chairs

Dr. Vinton Gray Cerf
VP and Chief Internet

Evangelist, Google, USA

Prof. Jeffrey D. Ullman
Stanford University, USA

Prof. Ian Foster
University of Chicago, USA
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ICAICACCI ORGANIZACCI ORGANIZATIONTION

Steering CommitteeSteering Committee

John F. Buford, Avaya Labs Research, USA (Chair)
Xavier Fernando, Ryerson University, Canada
Rama Govindaraju, Google, USA
Peter Mueller, IBM Zurich Research Laboratory, Switzerland
Shambhu Upadhyaya, University at Buffalo, The State University of New York, USA
Raj Kumar Buyya, University of Melbourne, Australia
K. Chandrasekaran, NITK, India
Jaime Lloret Mauri, Polytechnic University of Valencia, Spain
Dapeng Oliver Wu, University of Florida, USA
David Meyer, Cisco Systems, USA
Ajith Abraham, MIR Labs, USA
Sattar B. Sadkhan AL Maliky, (Chairman, IEEE Iraq Section), University of Babylon, Iraq
Andreas Riener, University of Linz, Austria
Axel Sikora, University of Applied Sciences Offenburg, Germany
Bharat Jayaraman, University at Buffalo, The State University of New York, USA
Deepak Garg, Chair, IEEE Computer Society Chapter, IEEE India Council & Thapar University, India
Dilip Krishnaswamy, Qualcomm Research Center, San Diego CA, USA
Narayan C. Debnath, Winona State University, Winona, USA
Selwyn Piramuthu, University of Florida, USA
Raghuram Krishnapuram, IBM Research – India
Theodore Stergiou, Intracom Telecom, Greece
V. N. Venkatakrishnan, University of Illinois at Chicago USA
Ananthram Swami, Army Research Laboratory, USA
K. R. Venugopal, Bangalore University, India
Adel M. Alimi, University of Sfax, Tunisia
Madhukar Pitke, Nicheken Technologies, India
Tamer ElBatt, Cairo University and Nile University, Egypt
Francesco Masulli, University of Genoa, Italy
Manish Parashar, Rutgers, The State University of New Jersey, USA
Sabu M. Thampi, IIITM-K, India
Anand R. Prasad, NEC, Japan
P. Nagabhushan, University of Mysore, India
Suash Deb, President, Intl. Neural Network Society (INNS), India Regional Chapter

2nd International Conference on Advances in Computing, Communications & Informatics
22–25 August 2013, Mysore, India
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Organizing Committee (SJCE)Organizing Committee (SJCE)

His Holiness Jagadguru Sri Shivarathri Deshikendra Mahaswamiji (Chief Patron)
Sri B. N. Betkerur, Executive Secretary, JSS Mahavidyapeetha, Mysore (Patron)
M. H. Dhananjaya, Director-Technical Education Division, JSS Mahavidyapeetha, Mysore (Patron)
B. G. Sangameshwara, Principal, SJCE, Mysore (Organizing Chair)
V. N. Manjunath Aradhya, Dept. of MCA, SJCE, Mysore (Organizing Secretary)

AdvisorAdvisory Committeey Committee

H. U. Talawar, Director of Technical Education & State Project Advisor for TEQIP, GoK
Sharan C. Padashetty, SPFU, TEQIP, GoK
K. Chidananda Gowda, Former Vice Chancellor, Kuvempu University, Shimoga
Y. N. Srikant, Dept. of CSA, IISc, Bangalore
Mahadev Prasanna, Dept. of EE, IIT-Guwahati, Guwahati
N. P. Gopalan, Dept. of Comp. Applications, NIT-Trichy
G. Hemantha Kumar, DoS in Computer Science, University of Mysore, Mysore
T. N. Nagabhushan, Principal, JSSATE, Noida
Mritunjaya V. Latte, Principal JSSATE, Bangalore
C. R. Venugopal, Head – ECE, SJCE, Mysore
C. N. Ravikumar, Head – CSE, SJCE, Mysore
S. K. Padma, Head – ISE, SJCE, Mysore
S. K. Niranjan, Dept. of MCA, SJCE, Mysore
V. Vijaya Kumar, Dean, GIET, Rajahmundry
Sudarshan Iyengar, IIT Ropar, Punjab
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TTechnical Program Committeeechnical Program Committee

HonorHonorarary Chairsy Chairs

Vinton Gray Cerf (Father of the Internet), Co-designer of TCP/IP Protocol & Turing Award Winner, VP and
Chief Internet Evangelist, Google, USA
Jeffrey D. Ullman, Stanford University, USA
Ian Foster (Father of Grid Computing), University of Chicago, USA

GenerGeneral Chairsal Chairs

Bharat Bhargava, Purdue University, USA
Sabu M. Thampi, IIITM-K, India

PrProgrogram Chairsam Chairs

El-Sayed M. El-Alfy, King Fahd University of Petroleum and Minerals, Saudi Arabia
Jaime Lloret Mauri, Polytechnic University of Valencia, Spain
Maode Ma, Nanyang Technological University, Singapore

WWorkshoporkshop and Special Session Chairsand Special Session Chairs

Ryan Ko, The University of Waikato, New Zealand
Murtuza Jadliwala, Wichita State University, USA

TTutorial and Demo Chairsutorial and Demo Chairs

Kumar Padmanabh, Robert Bosch, Bangalore, India
Al-Sakib Khan Pathan, IIUM, Malaysia

Publication ChairsPublication Chairs

Lei Shu, Osaka University, Japan
Tony Thomas, IIITM-K, India

FFinance and Local inance and Local ArrArrangements Chairangements Chair

V. N. Manjunath Aradhya, SJCE, Mysore, India

International PrInternational Progrogram Committeeam Committee

Aaron Crandall, Washington State University, USA
Aaron Striegel, University of Notre Dame, USA
Abdelhafid Abouaissa, University of Haute Alsace, France
Abdelmalik Bachir, Imperial College London, United Kingdom
Abderrahmane Lakas, UAEU, UAE
Abdullatif Shikfa, Bell Labs, Alcatel-Lucent, France

2nd International Conference on Advances in Computing, Communications & Informatics
22–25 August 2013, Mysore, India
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Aboul Ella Hassanien, University of Cairo, Egypt
Adam Grzech, Wroclaw University of Technology, Poland
Adao Silva, Instituto de Telecomunicações (IT)/University of Aveiro, Portugal
Adriaan van Wijngaarden, Bell Laboratories, Alcatel-Lucent, USA
Ahmad Azar, Benha University, Egypt
Ahmed Iyanda Sulyman, King Saud University, Saudi Arabia
Ahmed Mehaoua, University of Paris Descartes, France
Ahmed Serhrouchni, ENST, France
Alain Pruski, Université Lorraine, France
Alberto Dainotti, CAIDA, UC San Diego, USA
Alessandro Valenti, Fondazione Ugo Bordoni, Italy
Alex Galis, University College London, United Kingdom
Alex James, Nazarbayev University, Kazakhstan
Alexey Vinel, Tampere University of Technology, Finland
Ali Jaoua, Qatar University, Qatar
Alicia Trivino, University of Malaga, Spain
Alireza Behbahani, University of California, Irvine, USA
Al-Sakib Khan Pathan, International Islamic University Malaysia (IIUM), Malaysia
Amar Prakash Azad, UCSC, USA
Ami Marowka, Bar-Ilan University, Israel
Amitabh Saxena, Accenture Technology Labs, India
Amitava Mukherjee, IBM India Pvt Ltd, Calcutta, India
Anand Prasad, NEC Corporation, Japan
Ananthram Swami, Army Research Lab., USA
Andrews Samraj, Mahendra Engineering College, India
Anirban Sengupta, Indian Institute of Technology Indore, India
Aniruddha Bhattacharjya, Amrita Vishwa VidyaPeetham BANGALORE, India
Anita Kanavalli, M S Ramaiah Institute of Technology, India
Anjali Thukral, University of Delhi, India
Anju Sharma, Thapar University, India
Ankit Chaudhary, The University of Iowa, USA
Ankur Gupta, Model Institute of Engineering and Technology, India
Annie Gravey, Institut Mines Telecom – Telecom Bretagne, France
Anthony Fleury, Ecole des Mines de Douai, France
Antoine Bagula, University of Cape Town, South Africa
Antonio Corradi, University of Bologna, Italy
Antonio Pescapé, University of Napoli Federico II, Italy
António Rodrigues, IT / Instituto Superior Técnico, Portugal
Antonio Ruiz-Martínez, University of Murcia, Spain
Antonio Teixeira, University of Aveiro, Portugal
Arumugam Nallanathan, King’s College London, United Kingdom
Arun Saha, Fujitsu, USA
Arun Somani, Iowa State University, USA
Ashley Thomas, Dell Secureworks, USA
Ashok Rudrapatna, Alcatel-Lucent, USA
Ashraf Elnagar, Sharjah University, UAE
Asif Ekbal, IIT Patna, India
Asoke Nath, St. Xavier’s College, India
Athanasios Vasilakos, National Technical University of Athens, Greece
Augusto Casaca, Instituto Superior Técnico in Lisbon, Portugal
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Axel Sikora, University of Applied Sciences Offenburg, Germany
Ayman Assra, McGill University, Canada
B. Sundar Rajan, Indian Institute of Science, India
Babu A. V., National Institute of Technology Calicut, India
Balagangadhar Bathula, AT&T Labs – Research, USA
Balakrishnan Prabhakaran, University of Texas at Dallas, USA
Balasundaram Sadhu Ramakrishnan, National Institute of Technology, India
Bashar Barmada, University of Kurdistan – Hewler, Iraq
Baskaran R., Anna University, India
Bellaachia Abdelghani, The George Washington University, USA
Bhadran K., CDAC ( Centre for Development of Advanced Computing), India
Bharti Gawali, Dr Babasaheb Ambedkar Marathwada University, India
Bhushan Trivedi, GLS Institute Of Computer Technology, India
Binod Kumar, Jayawant Technical Campus, Pune, India
Binod Vaidya, University of Ottawa, Canada
Bjoern Schuller, Technische Universität München, Germany
Bo Zhang, The Hong Kong University of Science and Technology, P.R. China
Boon Hee Soong, Nanyang Technological University, Singapore
Brian Harrington, University Of Toronto, USA
Brian Sadler, Army Research Laboratory, USA
Brijendra Joshi, Military College of Telecommunication Engineering, India
C. Raju, University of Calicut, India
Carlos Becker Westphall, Federal University of Santa Catarina, Brazil
Carlos Calafate, Universidad Politécnica de Valencia, Spain
Cathy Liu, Fu-Jen Catholic University, Taiwan
C.-F. Cheng, National Chiao Tung University, Taiwan
Chang Wu Yu, Chung Hua University, Taiwan
Charalampos Tsimenidis, Newcastle University, United Kingdom
Chengchen Hu, Xi’an Jiaotong University, P.R. China
Chengcheng Hu, University of California, Davis, USA
Chengnian Long, Shanghai Jiao Tong University, P.R. China
Cherukuri Aswani Kumar, VIT University, India
Chih-Cheng Tseng, National Ilan University, Taiwan
Chih-Heng Ke, National Quemoy University, Taiwan
Chin-Chih Chang, Chung-Hua University, Taiwan
Ching-Hsien Hsu, Chung Hua University, Taiwan
Chin-Pan Huang, Ming Chuan University, Taiwan
Chittaranjan Hota, Birla Institute of Technology and Science, India
Chonho Lee, Nanyang Technological University, Singapore
Christian Callegari, University of Pisa, Italy
Christian Hartmann, Technische Universitaet Muenchen, Germany
Chuan-Ching Sue, National Cheng Kung University, Taiwan
Chung Shue Chen, Alcatel-Lucent Bell Labs, France
Chun-I Fan, National Sun Yat-sen University, Taiwan
Chutima Prommak, Suranaree University of Technology, Thailand
Cristina López-Bravo, Universidade de Vigo, Spain
Dali Wei, Tianze Information Industry INC., P.R. China
Dalit Levy, Zefat Academic College, Israel
Dan Jurca, European Patent Office, The Netherlands
Danda Rawat, Eastern Kentucky University, USA
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Dandan Wang, Alcatel-Lucent, USA
Daniel Camps-Mur, NEC, Germany
Daniel Thalmann, EPFL, Switzerland
Daniele Tarchi, University of Bologna, Italy
Dante Arias Torres, CINVESTAV-IPN, Mexico
David Isern, Universitat Rovira i Virgili, Spain
Debasis Giri, Haldia Institute of Technology, India
Deepak Garg, Thapar University, Patiala, India
Demin Wang, Microsoft, USA
Dennis Pfisterer, University of Luebeck, Germany
Deyun Gao, Beijing Jiaotong University, P.R. China
Dhananjay Kalbande, University of Mumbai, India
Dharavath Ramesh, Department of Computer Science & Engineering, India
Dharma Agrawal, University of Cincinnati, USA
Dhavachelvan P., Pondicherry University, India
Dhiman Barman, Juniper Networks, USA
Di Jin, Chrysler Group LLC, USA
Dibyendu Chakrabarti, Stevens Institute of Technology, USA
Dimitrios Katsaros, University of Thessaly, Greece
Dimitrios Koutsonikolas, University at Buffalo, SUNY, USA
Dimitrios Vergados, Norwegian University of Science and Technology, Norway
Ding-Zhu Du, University of Texas, Dallas, USA
Diptendu Sinha Roy, National Institute of Science and Technology, Berhampur, India
Dong Wang, Philips Research North America, USA
Dong Zheng, Broadcom, USA
Dong-Ho Cho, Korea Advanced Institute of Science and Technology, Korea
Dongkyun Kim, Kyungpook National University, Korea
Dongyan Xu, Purdue University, USA
Dr Nitin, Jaypee University of Information Technology, India
Durai Kumar, Periyar Maniammai University, India
E. George Prakash Raj, Bharathidasan University, Trichy – South India, India
Eduardo Cerqueira, Federal University of Para, Brazil
Edward Au, Huawei Technologies, Canada
Eiji Oki, The University of Electro-Communications, Japan
Ekram Khan, Aligarh Muslim University, India
Emad Felemban, Umm Al Qura University, Saudi Arabia
Eric Campo, LAAS-CNRS, Université de Toulouse, France
Eric Renault, TELECOM & Management SudParis, France
Ertan Onur, Delft University of Technology, The Netherlands
Eugénia Bernardino, Polytechnic Institute of Leiria, Portugal
Fan Wang, Microsoft, USA
Fangyang Shen, New York City College of Technology (CUNY), USA
Farid Naït-Abdesselam, University of Paris Descartes, France
Feng Li, Indiana University-Purdue University Indianapolis, USA
Fernando Velez, University of Beira Interior, Portugal
Filipe Cardoso, ESTSetubal/Polytechnic Institute of Setubal, Portugal
Florian Doetzer, TUM Asia, Singapore
Floriano De Rango, University of Calabria, Italy
Francesco Longo, Universita di Messina, Italy
Francesco Quaglia, University of Rome “La Sapienza”, Italy
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Frank den Hartog, TNO, The Netherlands
Ganapati Panda, National Institute of Technology, Rourkela, India
Geetha Ramani R, Anna University, India
Geethakumari Gopalan Nair, BITS-Pilani, Hyderabad Campus, India
George Karagiannidis, Aristotle University of Thessaloniki, Greece
Gerard Damm, Alcatel-Lucent, USA
Geyong Min, University of Bradford, United Kingdom
Ghalem Belalem, University of Oran, Algeria
Gianluigi Ferrari, University of Parma, Italy
Giorgio Ventre, University of Napoli Federico II, Italy
Giovanni Giambene, University of Siena, Italy
Giuliano Garrammone, German Aerospace Center (DLR), Germany
Giuseppe Araniti, University “Mediterranea” of Reggio Calabria, Italy
Giuseppe Ruggeri, University of Reggio Calabria, Italy
Gregorio Martinez Perez, University of Murcia, Spain
Guido Maier, Politecnico di Milano, Italy
Guo Bin, Northwestern Polytechnical University, P.R. China
Haining Wang, College of William and Mary, USA
Hamid Gharavi, NIST, USA
Hamman Samuel, University of Alberta, Canada
Hangwei Qian, Case Western Reserve University, USA
Hao Che, University of Texas at Arlington, USA
Harry Skianis, University of the Aegean, Greece
Hema Banati, University of Delhi, India
Hicham Khalife, Thales Communications & Security, France
Hiromasa Habuchi, Ibaraki University, Japan
Hiroshi Wada, National ICT Australia, Australia
Hoang Nguyen, Hung Vuong University, Vietnam
Hongbo Jiang, Huazhong University of Science and Technology, P.R. China
Hong-Hsu Yen, Shih-Hsin University, Taiwan
Hongli Xu, University of Science and Technology of China, P.R. China
Hossam Afifi, Institut Telecom, France
Hossam Meshref, Taif University, Saudi Arabia
Houcem Gazzah, University of Sharjah, UAE
Houcine Hassan, Universidad Politecnica de Valencia, Spain
Hui Zhang, Nec Laboratories America, USA
Hung-Yu Wei, National Taiwan University, Taiwan
Husheng Li, University of Tennessee, USA
Hwangjun Song, POSTECH (Pohang University of Science and Technology), Korea
Ian Glover, University of Huddersfield, United Kingdom
Ian Wells, Swansea Metropolitan University, United Kingdom
Ibn Elhaj Elhassane, National Institute of Post and Telecommunications (INPT), Morocco
Ibrahim El rube’, AAST, Egypt
Ibrahim Ghareeb, Jordan University of Science and Technology, Jordan
Ibrahim Habib, City University of New York, USA
Ibrahim Korpeoglu, Bilkent University, Turkey
Idris Ahmed, Athlone Institute of Technology, Ireland
Ilja Radusch, Technische Universitat Berlin, Germany
Ilka Miloucheva, Media Applications Research, Germany
Imad Abbadi, Oxford University Computing Laboratory, United Kingdom
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Ishfaq Ahmad, University of Texas at Arlington, USA
Istvan Frigyes, Budapest University of Technologies, Hungary
Itai Zilbershtein, Avaya, Israel
Ivan Ganchev, University of Limerick, Ireland
Ivar Jørstad, Ubisafe AS, Norway
Iwan Adhicandra, Bakrie University, Indonesia
Iyad Dayoub, University Lille Nord de France, France
Izzat Alsmadi, Yarmouk University, Jordan
J. Kishore, Indian Space Resaerch Organization, India
Jaidhar C. D., National Institute of Technology Karnataka (NITK), India
Jalel Ben-Othman, University of Paris 13, France
Janardhanan Nair, SunTec Business Solutions Pvt Ltd., India
Jane-Hwa Huang, National Chi Nan University, Taiwan
János Tapolcai, Budapest University of Technology and Economics, Hungary
Javier Gozalvez, Universidad Miguel Hernandez de Elche, Spain
Jayavardhana Gubbi, The University of Melbourne, Australia
Jelena Mišić, Ryerson University, Canada
Jiajia Liu, Tohoku University, Japan
Jianguo Ding, University of Luxembourg, Luxemburg
Jiankun Hu, University of New South Wales, Australia
Jiannong Cao, Hong Kong Polytechnic Univ, Hong Kong
Jie Li, University of Tsukuba, Japan
Jiming Chen, Zhejiang University, P.R. China
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Abstract— the combination of One Time Password (OTP), 
SMS Gateway, and MD5 Hash encryption algorithm are used to 
develop a more secured login procedure to access the web-based 
Academic Information System. The code to be encrypted consists 
of Student ID, phone number, and access time. The System needs 
three minutes for security login with SMS-based OTP. The 
constraint is narrowing the time for hackers to tap and infiltrate. 
This delay time is an average obtained from the survey among 
several service providers in Indonesia. The code generated from 
the system is better than Pseudo Random Number Generator 
(PRNG) in that the resulting code is never the same. 

Keywords—Academic Information System; Login, MD5 Hash; 
One Time Password; SMS  

I. INTRODUCTION  
Web based Information System is practical to use and can 

be used to increase the organization performance. But, in other 
site while it is connected to the Internet, there are many 
vulnerable. The first and common security mechanism to get 
into the web based system is a username and password. But it 
depends on the complexity of the password. The simple one is 
easy to guess by intruder, while the complex one usually makes 
the user forget her/his password. Efforts are made to create 
simple and secure passwords. One of them is by using 
encrypted password.  

The latest technology to counter the password attack is 
using a one-time password (OTP). An OTP is a password that 
is valid for only one login session or transaction. OTPs avoid a 
number of shortcomings that are associated with traditional 
(static) passwords. The most important shortcoming that is 
addressed by OTPs is that, in contrast to static passwords, they 
are not vulnerable to replay-attacks. This means that a potential 
intruder who manages to record an OTP that was already used 
to log into a service or to conduct a transaction will not be able 
to abuse it, since it will be no longer valid. On the downside, 
OTPs are difficult for human beings to memorize. Therefore 
they require additional technology to work [1].  

Tsuji [2] proposes a simple and secure password 
authentication by applying a one-way hash function three times 
to generate OTP. He changes the random number generation 
by using hash function to reduce hash overhead by about 40%. 
Unfortunately he uses the same protocol to send the OTP and 
authenticate the registered user. 

In this paper we use SMS to send the OTP.  OTP is created 
from some attributes of the user identity instead of random 

numbers. Those sets of attribute are encrypted prior by using 
MD5 Hash. The algorithm has been implemented to the 
Academic Information System. The system was created using 
PHP programming language and MySQL. We install Gammu 
SMS Gateway in the server to send automatically OTP via 
SMS to the authenticated user. 

II. RELATED RESEARCH 
Many researches on OTP have been done recently. Prakash, 

Infant, and Shobana [3] use OTP and Pass Text to eliminate 
attacks. On this research they designed a combined schema of 
One Time Password (OTP) algorithm concatenated with Pass 
Text which makes uncomplicated to memorize and is 
computationally powerful. It can be fairly and rapidly provided 
to the system, while at the same time remaining impractical to 
break with the brute force attack. OTP algorithm powered with 
user’s unique identifications like International Mobile 
Equipment Identification and Subscriber Identification 
Module; makes a finite alphanumeric token valid for a session 
and for a single use. Pass-Text is an easy way of system 
authentication schema which frees users from memorize any 
difficult passwords or character combinations. Concatenation 
of these two schemas gives maximum security for 
authentications and almost impossible to break.  

Aloul  Fadi, Syed Zahidi, Wasim El-Hajj [4] have done the 
research to generate the OTP using a mobile phone as a 
software token for OTP generation. The generated OTP is valid 
for only a short user-defined period of time and is generated by 
factors that are unique to both the user and the mobile device 
itself. Additionally, an SMS-based mechanism is implemented 
as both a backup mechanism for retrieving the password and as 
a possible mean of synchronization. 

Rao and Vedavathi [5] propose the use of the mobile phone 
as security token. They also discuss several different 
authentication solutions using the mobile phone as 
authentication token, where these solutions vary in complexity, 
strength, security, and user friendliness. They implemented and 
verified the OTP authentication schemes usability. 

In this research we combine the two concepts to develop 
the authenticated, secured, and non-memorized OTP. These 
concepts are concatenating some user ID attributes, and send 
the generated OTP via SMS. Furthermore, we encrypt the 
concatenated some user ID attributes using MD5 Hash 
encryption algorithm. The use of MD5 Hash Encryption is the 
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new feature in relation with OTP. It will be proved that this 
method is secure against attacker. 

III. THEORETICAL BACKGROUND 

A. Computer Security 
In designing Information System, security is a major aspect 

to be noticed. Moreover, on a web based Information System 
connected to the Internet. Security is complex and important, 
because there are some aspects of computer security, such as: 

• Authentication: the security to authenticate the 
information comes from the authorized sender.  

• Integrity: to be sure that the message sent over the 
network unmodified. 

• Nonrepudiation: to ensure that a transferred message 
has been sent and received by the parties claiming to 
have sent and received the message. Nonrepudiation is 
a way to guarantee that the sender of a message cannot 
later deny having sent the message and that the 
recipient cannot deny having received the message. 

• Authority: this allows the user access to various 
resources based on the user’s identity. 

• Confidentiality: refers to the transmitting data to 
receiver. It means that there is limiting information 
access and disclosure to authorized users -- "the right 
people" -- and preventing access by or disclosure to 
unauthorized ones -- "the wrong people."   

• Privacy: refer to the private data or information. 

• Availability: refers to the availability of information 
resources.  An information system that is not available 
when you need it is almost as bad as none at all.  It may 
be much worse, depending on how reliant the 
organization has become on a functioning computer and 
communications infrastructure.  

• Access control: it refers to the information access 
regulation. It is also related to the authentication and 
privacy. Access control done by combination of user id 
and password.  

The OTP proposed in this paper just pay attention to 
authentication, privacy and access control aspects. 

B. Security Attack  
Based on the way and position of someone getting 

messages on the communication channel, Ariyus [6] classify 
the security attack into:  

• Sniffing; it is a form of wire-tap applied to computer 
networks instead of phone networks. This means that 
traffic on a segment passes by all hosts attached to that 
segment. Sniffing programs turn off the filter, and thus 
see everyone’s traffic. It is common in public channels 
that are not secure.  

• Replay Attack; if someone could record the handshake 
messages, he/she may be able to repeat the messages 
that have been taped to trick one of the parties. 

• Spoofing; as an example, attacker C could be disguised 
as user A. It makes all users believe that C is identified 
as A. The attacker tries to convince other users that 
there was nothing wrong with the communication, 
whereas communication is done by the attackers. 

• Man-in-the-middle; if spoofing sometimes only 
deceiving one party, in this scenario it can be more 
than this. As an example, while A communicate with 
B, C can be viewed by A as B. C can also deceive B  
by looking at the C as if it is A. In this case C has a full 
authority and it can do anything including 
disseminating news of a libel undetectably. 

C. One Time Password (OTP) 
OTP   is a password that applies only to single sign or 

single transactions session. In general, OTP generate randomly. 
But there are three main approaches in the process of generate 
OTP [7] [8]. 

• Based on time-synchronization between the 
authentication server and the client providing the 
password. In this case OTPs are valid only for a short 
period of time. 

• Using a mathematical algorithm to generate a new 
password based on the previous password. In this 
case OTPs are effectively a chain and must be used in a 
predefined order. 

• Using a mathematical algorithm where the new 
password is based on a challenge, e.g., a random 
number chosen by the authentication server or 
transaction details. 

These approaches are simple, and prone to be guessed by 
attackers. Along with the development of SMS technology, and 
sophisticated encryption algorithms we combine the three to be 
a better main security.  

D.  MD5 Hash Function. 
According to the Munir textbook [9] the MD5 function is a 

cryptographic algorithm that takes an input of arbitrary length 
and produces a message digest that is 128 bits long. The digest 
is sometimes also called the "hash" of the input. MD5 is used 
in many situations where a potentially long message needs to 
be processed and/or compared quickly. The most common 
application is the creation and verification of digital signatures. 

One-way Hash is a hash function that work in a single 
direction. The message that was converted to be a message 
digest cannot be reverse to the prior. Two different messages 
will always produce different hash values [9]. The 
characteristics of one-way hash function are :  

• Function of H can be applied any size of data block. 

• H produces value (h) with the fixed-length output. 

• H(x) easily computes for every x. 
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• For every given h, it could not be found x such that 
H(x) =h. 

• For every given x, it could not be found y  x such that 
H(y) = H(x). 

• In computing cannot be found pair of x and y such that 
H(x) = H(y). 

 

E. Gammu 
Gammu is a cross-platform application that is used to 

communicate the database of the SMS Gateway with the SMS 
devices. In this paper Gammu application is used to send 
generated OTP to registered users. Gammu application is a 
daemon that runs in the background. Gammu application 
monitors SMS devices and database of the SMS gateway every 
moment. While SMS comes into SMS device, gammu moves it 
to the inbox of the database. Otherwise, while SMS Sender 
application input SMS to outbox of the database, gammu 
deliver it via SMS devices, and move the SMS to the sent item 
database [10]. 

IV. RESEARCH DESIGN 
To implement the model proposed in this research we 

develop Academic Information System with the login using 
OTP with MD5 Hash. The architecture of the system is 
described in figure 1.  

 
Fig. 1. Process of creating OTP using MD5 Hash 

 
Figure 1 explains the process of creating OTP using MD5 Hash 
implemented to the Academic Information System:  

1) Some attributes from students, i.e. Student ID, phone 
Number, and Time Stamp (date and hour of access) be 
encrypted using MD5 Hash. 

2) The resulted Hash is 32 digits of hexadecimals. 
3) Change alphabets (a, b, c …) into digit (0, 1, 2…) 

4) Pick six digits of it randomly as an OTP (token) and 
save it to the OTP table. 
 

From the user’s (students) point of view, the system is 
described in Figure 2 

 
Fig. 2. System from user’s point of view 

 
The complete application scheme for the login security SMS 
based OTP with MD5 Hash is described in Figure 3.  

 
Fig. 3. Complete flowchart for Login Security with OTP 

V. RESULT AND DISCUSSION 
The experiment was done by running Cain and Abel tool. 

Cain and Abel (CA) is a password recovery tool for Microsoft 
Windows. It can recover many kinds of passwords using 
methods such as network packet sniffing, cracking various 
password hashes by using methods such as dictionary attacks, 
brute force and cryptanalysis attacks. We run this tool in the 
background, while running the system and users start to enter 
to the system. 

While the user login to the system without extended 
security (OTP), CA records the username and password input 
by the user. CA tool record clearly the username=0911071 and 
password=password, that can be seen in the figure 4.  

The next experiment, the user enter the system by choosing 
the OTP activation. In this case, after the user enters the 
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username and password, the system verify the validity of the 
input. If the username and password is valid, the system send 
the OTP via SMS to the number previously registered to the 
system. Next the user key-in the OTP received from SMS to 
the system. The system gives an opportunity of 3 minutes to 
the user to enter the OTP. If the user does not enter the OTP in 
the time allowed, the system will reset, and back to the initial 
condition. The display of the system with OTP activation can 
be seen in Figure 5. Three minutes is sufficient for user to 
keyed-in the OTP since he/she receives the SMS text. 

  
 

 
Fig. 4. The Result of Cain and Abel while recording the login 

 

 
Fig. 5. the OTP Code Input Screen 

The experiment to show the time needed by the system to 
create and deliver code is shown in the Table 1. This table 
shows that, among the phone cell operator used in this 
experiment, the average time to deliver the OTP to the user is 
not more than half a minute. It is reasonable if the delay time is 
set to 3 minutes. Since it is too shoot a time for hackers break 
the code and infiltrate to the system. Compared to the other 
applications for example Facebook and Google that use OTP to 
recover loss password, and verify the new user account, this 
time is short enough. The comparison can be seen in table 2. It 
can also be compared to the similar system developed by Rao 
dan Vedavathi [5] set up the delay time to 10 minutes.  

 

TABLE I.  COMPARISON OTP DELIVER TIME AMONGS PHONECELL 
OPERATORS 

No times trial 
average 

deliver time 
(s.ms) 

Phone cell 
Operators 

1 5 23.15 Telkomsel/As 
2 5 25.80 Indosat/m3 
3 5 16.52 Indosat/mentari 
4 5 24.45 smartfren 
5 5 24.08 Telkomsel/Simpati 
6 5 19.98 XL 

TABLE II.  COMPARISON OTP ACTIVE TIME AMONGS APPLICATION 

No Application Number 
of code 

digit 

OTP 
active 
time 

OTP / Token 
functionality 

1 OTP with 
MD5 Hash 6 3 min 

User 
authentication to 
enter the system 
after username 
and password 

2 Facebook.com 6 20 min 

Username and 
password 
recovery. OTP 
sent via e-mail to 
reset password 

3 Google.com 6 20 min 
OTP sent via e-
mail to verify new 
account 

 

VI. CONCLUSION 
We have developed the login security system using OTP 

that is encrypted with MD5 Hash, and the OTP is sent 
automatically to the registered user phone cell number. The 
advantage of this system is the use of MD5 Hash to encrypt a 
set of Student ID, Phone Number, and Time stamp (date and 
hour of access). MD5 Hash creates results that never been the 
same with the previously generated OTP. Compared to the 
OTP generated with Pseudo Random Number Generator 
(PNRG) may create the same codes. With this condition, it is 
impossible for hacker to break the code and infiltrate to the 
system.  

The time delay for active OTP is set up to 3 minutes. It is 
too short for hackers to possibly break the code. This setup 
time is also short enough compared to other applications, i.e. 
Facebook and Google that use 20 minutes to wait the user key 
in the OTP.  
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